NOTIFICATION RELATING TO THE PERSONAL DATA PROTECTION DECREE
THONG BAO LIEN QUAN DEN NGHI DINH BAO VE DU LIEU CA NHAN

(“PDPD")

Effective Date: 01 July 2023
Ngay Hiéu Luc: ngay 01 thang 07 nam 2023

1. DEFINITION/DINH NGHIA
Sensitive Personal Data means personal data associated with your privacy that, when infringed,
directly affects your legitimate rights and interests, including:
Di¥ Liéu CG Nhdn Nhay Cédm Id di¥ liéu cd nhdn gdn lién vdi quyén riéng tw cda ban ma khi bj xém
pham sé gdy dnh hudng truc tiép tdi quyén va loi ich hop phdp cta ban, bao gém:

a)

b)

d)

dd)

e)

f)

h)

Political and religious views;

Quan diém chinh tri va tén gido;

Health status and private life recorded in medical records, excluding information on blood type;
Tinh trang strc khde va doi tw dugre ghi trong hé so bénh dn, khéng bao gém théng tin vé nhém
mdu;

Information related to ethnic background and ethnic origin;

Théng tin lién quan dén ngudn géc chung téc, ngudn géc dén téc;

Your information on inherited or acquired genetic characteristics;

Théng tin vé ddc diém di truyén duoc thira hwdng hodc cé duoc cua ban;

Information on your own physical attributes and biological characteristics;

Théng tin vé thudc tinh vét ly, ddc diém sinh hoc riéng cua ban;

Information on your sexual life and sexual orientation;

Théng tin vé doi séng tinh duc, xu hudng tinh duc cda ban;

Data on crimes and offences collected and stored by law enforcement agencies;

Dt liéu vé tdi pham, hanh vi pham téi dwoc thu thdp, lwu triv bdi cdc co quan thue thi phdp ludt;
Customer information of credit institutions, foreign bank branches, intermediary payment
service providers and other permitted organizations, including: customer identification
information as prescribed by law, information on accounts, information on deposits,
information on deposited assets, etc.,, information on transactions, information on
organizations and individuals who are guarantors at credit institutions, bank branches,
intermediary payment service providers;

Théng tin khdch hang cua té chire tin dung, chi nhdnh ngén hang nwdc ngodi, té chirc cung trng
dich vu trung gian thanh todn, cdc té chirc dugc phép khdc, gém: théng tin dinh danh khdch
hang theo quy dinh cta phdp luét, théng tin vé tai khodn, théng tin vé tién gwi, théng tin vé tai
sdn g, théng tin vé giao dich, théng tin vé té chirc, cd nhén Ia bén bdo ddm tai té chire tin
dung, chi nhdnh ngén hang, té chirc cung tng dich vu trung gian thanh todn;

Data on your location determined through location services;

Dt liéu vé vj tri cia ban dugc xdc dinh qua dich vu dinh vi;



i)  Other personal data prescribed by laws and regulations is specific and requires necessary
security measures.
D liéu cé nhén khdc dwoc phdp ludt quy dinh la ddc thi va cén cé bién phdp bdo mat can thiét.

PROCESSING OF PERSONAL DATA OBTAINED FROM VIDEO RECORDING, RECORDING IN PUBLIC
PLACES/XU LY DU LIEU CA NHAN THU PU'QC TU THU PU'QC TU HOAT DONG GHI AM, GHI HINH
TAI NO'I CONG CONG.

We may record, video and process Personal Data obtained from audio and video recording activities
in public places for the purpose of protecting national security, social order and safety, legitimate
rights and interests of organization and individuals as prescribed by laws and regulations without
your consent. When making audio or video recordings, we shall notify you so that you understand
that you are being recorded and/or videotaped.

Chung téi cé thé ghi @m, ghi hinh va xt& ly D& Liéu Cé Nhén thu dugc tir hoat ddng ghi édm va ghi hinh
tai noi céng céng vdi muc dich bdo vé an ninh quéc gia, trat tv an todn x& héi, quyén va lgi ich hop
phdp cua té chire, cd nhén theo quy dinh cta phdp ludt ma khéng cén cé sw déng y cda ban. Khi thuc
hién viéc ghi Gm, ghi hinh, chung téi sé théng bdo dé ban hiéu duoc ban dang bi ghi 6m va/hodc ghi
hinh.

PROCESSING OF PERSONAL DATA WITHOUT CONSENT/XU’ LY DU’ LIEU CA NHAN KHONG CAN SU’
DONG V.

We shall process Personal Data without your consent in the following cases:

Chung tdi s& xtr ly Dt Liéu Ca4 Nhan ma khéng can sy ddng y cla ban trong nhirng trudng hop sau:

a) In emergency cases, relevant Personal Data should be immediately processed to protect your
life and health or other’s.
Trong truong hop khén cdp, DI Liéu Cd Nhén cé lién quan sé dugc xi ly dé bdo vé tinh mang,
strc khée cua ban hodic ngudi khdc.

b) To conduct disclosure of Personal Data in accordance with the law.
Viéc céng khai Dt Liéu Cd Nhén theo quy dinh cda lugt.

c) To perform your contractual obligations with us and/or relevant agencies, organizations and
individuals in accordance with the provisions of law.
DE thure hién nghia vu theo hop ddng cda chd thé di¥ liéu vdi chung téi va/hodc vdi co quan, té
chire va cd nhén cé lién quan theo quy dinh cua luét.

d) To serve the operation of state agencies prescribed by the specialized law.
Phuc vu hoat déng cta co quan nha nwdc dé duoc quy dinh theo ludt chuyén nganh.

PRIVACY OR DATA PROTECTION RIGHTS/QUYEN BAO VE DU LIEU CA NHAN HOAC QUYEN RIENG
VU

You can CONTACT US to request any of the following rights:
Ban c6 thé LIEN LAC VOI CHUNG TOI dé yéu cdu mét trong sé cdc quyén sau:

. Right to erase Personal Data
Quyén x6a Di¥ Liéu Ca Nhan



There may be some instances where we are not able to erase Personal Data, such as:
Cé mot sb truwdng hop chung tdi khdng thé xéa Dir Liéu Ca Nhan, vi du:

a)

b)

c)

d)

The applicable laws and regulations stipulates that Personal Data deletion is not allowed;
Phdp luat quy dinh khéng cho phép xéa D Liéu Ca Nhén;

Personal Data has been made public in accordance with the laws and regulations;

Di¥ Liéu Cd Nhén dé dworc céng khai theo quy dinh cua phdp ludt;

Personal Data is processed to serve legal requirements, scientific research and statistics
as prescribed by laws and regulations;

Dir Liéu Cd Nhén dwoc xi¥ Iy nhdm phuc vu yéu cGu phdp ly, nghién ciru khoa hoc, théng
ké theo quy dinh cta phdp ludt;

In case of national defense and security, social order and safety, major disasters or
dangerous epidemics; when there is a threat to national security or defense but not to
the extent of declaring a state of emergency; prevention and prevention of riots,
insanity, prevention of crime and violations of the laws and regulations;

Trong truwo'ng hop tinh trang khén cdp vé quéc phong, an ninh quéc gia, trét tw an toan
x@ héi, thdm hoa Ién, dich bénh nguy hiém; khi cé nguy co de doa an ninh, quéc phong
nhung chua dén mure ban bé tinh trang khdn cép; phong, chéng bao loan, khing bé,
phong, chéng téi pham va vi pham phdp ludt;

dd) Response to an emergency that threatens your life, health or safety or another

individual’s.
Ung phé vdi tinh huéng khén cép de doa dén tinh mang, strc khde hodc sw an todn cla
ban hodc cd nhédn khdc.

Personal Data shall be permanently deleted in the following cases:
D Liéu Cd Nhdn sé duoc xéa khéng thé khéi phuc trong nhitng truwd'ng hop sau:

a)

b)

The Personal Data has been processed for improper purposes or the purpose(s)
consented by you for the Personal Data processing has been fulfilled;

D Ligu CG Nhén dé duoce xir ly khéng ding muc dich hodc (cdc) muc dich xu ly D Liéu
Cd Nhén dwoc ban déng y dd hoan thanh;

The storage of Personal Data is no longer necessary for our operations;

Viéc lwu tri¥ DI Liéu Ca Nhén khéng con cén thiét vdi hoat déng cda ching téi;

We are dissolved or no longer operates or declares bankruptcy or has our business
operations terminated in accordance with the laws and regulations.

Chung téi bj gidi thé hodic khéng con hoat déng hodc tuyén b6 phd sén hodc bj chém dirt
hoat déng kinh doanh theo quy dinh cta phdp ludgt.

Right to claim damages.
Quyén yéu céu boi thwerng thiét hai

You have the right to seek compensation for any material or non-material damage to Personal

Data as a result of an infringement of the law(s).
Ban c6 quyén yéu cGu boi thuwong cho bét ky thiét hai ddng ké hodc khéng ddng ké nao déi vdi
Di¥ Liéu Cd Nhén do vi pham (cdc) luat.



Right to self defense

Quyén tw béo vé

You have the right to self-protection in accordance with the provisions of the applicable laws or
other relevant laws and regulations or request competent agencies and organizations to take
measures to protect your civil rights in accordance with the applicable laws.

Ban c6 quyén tw bdo vé theo quy dinh cia ludt dp dung hodc phdp ludt khdc cé lién quan, hodc
yéu céu co quan, té chirc cé thdm quyén thuc hién cdc phwong thire bdo vé quyén dén su cla
ban theo quy dinh cta ludt dp dung.

5. PROCESSING OF CHILDREN'S PERSONAL DATA/XU’ LY DU LIEU CA NHAN CUA TRE EM.

The processing of children's Personal Data shall always be carried out in accordance with the

principle of protecting the rights and in the best interests of children.

X ly DiF Liéu Cd Nhén cua tré em lubén dwoc thuc hién theo nguyén tdc bdo vé cdc quyén va vi

loi ich tét nhét cta tré em.

The processing of Personal Data of children shall require the consent of the child where the

child is 7 years of age or older and with the consent of his or her parents or guardians, except

for the case we can process without consent. We shall verify the age of children before
processing children's Personal Data.

Viéc xi ly Di¥ Liéu Ca Nhdn cta tré em cGn sw ddng y cua tré em trong trud'ng hop tré em tir du

7 tudi trd 1én va cé s déng y cla cha, me hodc ngudi gidm hé, trir truvdng hop chiing téi cé thé

xt ly Di¥ Liéu Cd Nhén cua tré em ma khéng cén s déng y. Chung téi sé xdc minh tudi cla tré

em trwdc khi xtr ly DiF Liéu Cd Nhén cia tré em.

The processing of children's Personal Data shall be stopped, irreversibly deleted or destroyed in

the following cases:

Ngtrng xi ly Di¥ Liéu CG Nhén cla tré em, xéa khéng thé khéi phuc hodc hdy D Liéu Cé Nhén

cua tré em trong truo'ng hop:

a) The processing of Personal Data is for improper purposes or the purpose of processing the
Personal Data as agreed has been fulfilled;

Xt ly DI Liéu Cé Nhdn khéng diung muc dich hodc muc dich xi ly D& Liéu CG Nhén duwoc déng
y dd hoan thanh;

b) The parent or guardian of the child withdraws his/her consent to process the child's Personal
Data;

Cha, me hodc ngudi gidm hé cda tré em rit lai sy d6ng y cho phép xi ly D Liéu Cé Nhén cla
tré em;

c) Atthe request of a competent authority when there are sufficient grounds to prove that the
processing of Personal Data of children affects the legitimate rights and interests of children.
Theo yéu cbu cda co quan chirc ndng cé thdm quyén khi cé du cdn ctr chirng minh viéc xi ly
Dir Liéu Cd Nhén cua tré em gdy dnh huéng tdi quyén va loi ich hop phdp cda tré em.

6. PERSONAL DATA PROTECTION/BAO VE DU LIEU CA NHAN.

We shall take Personal Data protection measures from the time of commencement and
throughout the processing of Personal Data, including (i) management measures and (ii)
technical measures.



Chung t6i sé tién hanh cdc bién phdp bdo vé Dir Liéu Cd Nhén tir khi bdt dau va trong suét qud
trinh xt& ly DI Liéu Ca Nhén, bao gbém (i) cdc bién phdp quan ly va (ii) cdc bién phdp ky thuét.
We shall develop and issue internal regulations on Personal Data protection, clearly stating
what needs to be done in accordance with PDPD.

Chung téi sé xdy dwng va ban hanh cdc quy dinh néi bé vé béo vé Dir Liéu Cd Nhén, néu ré nhitng
viéc can thue hién theo quy dinh cta PDPD.

We shall audit cybersecurity for systems and devices and equipment serving the processing of
Personal Data before processing, irreversibly deleting or destroying devices containing Personal
Data.

Chiing téi sé kiém tra an ninh mang déi vdi hé théng va phuong tién, thiét bj phuc vu xi ly D
Liéu Cd Nhén trwdc khi x ly, xod khéng thé khéi phuc duwoc hodic hiy cdc thiét bj chira DI Liéu
Cd Nhan.

We shall appoint department and personnel in charge of Personal Data protection and
communicate detailed contacts of these with the Specialized Agency for the Personal Data
Protection.

Chung téi sé chi dinh b6 phén va nhén sy phu trdch bdo vé Dir Liéu Cé Nhén va trao déi théng
tin vé bo phdn va nhén suw phu trdch nay véi Co Quan Chuyén Trdach Bdo Vé Dt Liéu CG Nhén.



